GrandView

Web Client Software Requirements and
Recommendations

Revision 2008.6.5

RoviSys
1455 Danner Drive
Aurora, OH 44202
330-562-8600
grandviewbusinesssolutions.com



http://grandviewbusinesssolutions.com/

TABLE OF CONTENTS

INTRODUCTION. ..ottt b e bbb s bbb sn e sr e r s 3
SOFTWARE REQUIREMENTS ...t e b 3
INTERNET CONNECTION ..ottt e e s n e s sr s nenr s 3
SECURITY Lttt et E e s b r b b e ae e e AR R e b e R e e ae e e e b ne e R e s bt er et e s e e e nn e re e 3
OTHER WEB BROWSERS ... .ot e sr e 3
LINKS e R R R R R R R R Rt Rt R r e re e rs 3
SUPPORT .ttt e e h et s e R s e E R e bt e ae s e AR R e R R e R R Rt R n e nn e e 4
USING ADOBE ACROBAT READER........cctiiiiii it 4
THIRD PARTY POP-UP BLOCKERS ..ot 4
PROBLEMS AFTER INSTALLING WINDOWS XP SERVICE PACK 2 ......ccccooiiiiiiiiicei 4
PROBLEMS AFTER INSTALLING INTERNET EXPLORER 7.0 .....ccoiiiiiiiiie e 5
INTERNET EXPLORER REQUIRED AND RECOMMENDED SETTINGS .......ccccooiiiniiiiininieee, 5
ENABLE AUTOMATIC PROMPTING FOR FILE DOWNLOADS. ........ccoiiiiririniie e 5
ENABLE ACTIVE SCRIPTING. ...ttt s e s 7
ALLOW COOKIES FOR WEBSITES. ...ttt s e sne s 8
ADD WEBSITES TO POPUP BLOCKER EXCEPTIONS. .....c.ooiiieeie e 9
ENABLE USE OF SSL 3.0 ..uiiiiititeiit ittt s srs e sn e sn s sr e e nn e nesneer e e enes 10
ENABLE SAVING ENCRYPTED PAGES TO DISK. .....cciiiiiiiiiirereeeeesres s 11
CHECK FOR NEWER VERSION OF PAGES. ........oooiiiir st 12
ENABLE REUSE OF WINDOWS FOR LAUNCHING SHORTCUTS. ..o 13
ALLOW WEBSITES TO OPEN WINDOWS WITHOUT ADDRESS OR STATUS BAR. .......cccvveeee. 14

Web Client Software Requirements Page 2



Introduction

This document outlines the software requirements and recommendations for using the GrandView Web
Client. This document will be updated as new information becomes available. The latest version of this
document can be found here.

Software Requirements

o Internet Explorer (IE) 6.0+ w/ 128 bit encryption strength (may be required when hosted on a secure
web site)

e Adobe Acrobat Reader (may be required for viewing/printing reports)

e Windows XP Service Pack 2 with IE 6.0 or IE 7.0 highly recommended

Internet Connection

Although GrandView can be accessed via a slower dialup or wireless internet connection, it is highly
recommended that a high speed internet (T1, DSL, Cable) is used to experience GrandView as it was
intended.

Security

Since GrandView is typically accessed via a secure site, your data is as safe as any other secure
transaction over the internet. GrandView user accounts require strong passwords and other security
measures to ensure user security. It is also highly recommended that you obtain the latest security
updates for your web browser and operating system as an added security measure.

Other Web Browsers

GrandView currently requires Internet Explorer to function properly. Other web browsers, such as
Mozilla FireFox, may have Internet Explorer plug-ins that allows you to use that web browser to run
GrandView. However, use of other web browsers is not yet fully supported but may be in the future.

Links

Internet Explorer: http://www.microsoft.com/windows/ie

Adobe Acrobat: http://www.adobe.com/products/acrobat

GrandView Web Site: http://grandviewbusinesssolutions.com

GrandView Support: http://grandviewbusinesssolutions.com/Information/support.asp
GrandView Product Blog: http://grandviewbusinesssolutions.com/blog
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Support

Support updates will be communicated as necessary through the GrandView Product Blog or directly
through your GrandView Administrator or point of contact. For support or to report issues, please use
one of the many options available:

e Online/Email

Click here to submit an On-line Issue Report to a GrandView support representative. Or,
download this Issue Report (120K PDF) and email it to a GrandView support representative at
support@grandviewbusinesssolutions.com.

e Phone
Call (330) 562-8600 x5400 or follow the menu prompts for GrandView Support.
e Fax

Download this On-line Issue Report and fax it to a GrandView support representative at (330)
562-8688.

Using Adobe Acrobat Reader

No specific version or settings are required to use Adobe Acrobat Reader with GrandView. By default, the
reader can open PDF files in Internet Explorer, but it is common for IE to lock up or incorrectly display PDF
files when loading them. If you experience these problems you may want to allow Adobe Acrobat Reader to
display PDF files independently (without the help of a browser) by making the following setting change:

1) Open Adobe Acrobat (Reader or Standard)

2) Select the Edit menu item, then Preferences

3) Click on the “Internet” category

4) Uncheck the “Display PDF in browser” option

Third Party Pop-up Blockers

The GrandView Web Client makes heavy use of pop-up windows as dialog windows. If any pop-up blockers
are used in Internet Explorer, they could adversely affect the operation of GrandView. All pop-up blockers
should be configured to allow the GrandView web application to show pop-ups.

Problems after installing Windows XP Service Pack 2

After installing Windows XP SP2, problems may occur while using GrandView because SP2 adds a pop-up
blocker to Internet Explorer. The following section shows how to configure Internet Explorer’s pop-up blocker
and other settings to ensure the proper operation of GrandView on your system. Note that these are per-user
settings that will need to be set for each user who logs into the machine.
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Problems after installing Internet Explorer 7.0

After installing Internet Explorer 7.0 (IE7), problems may occur while using GrandView. This version of the
Internet Explorer has additional security settings that may cause some features of GrandView not to work
correctly. Similar to IE6, these settings are per-user and will need to be set for each user who logs into the
machine.

Internet Explorer Required and Recommended Settings

It is highly recommended that the following settings in Internet Explorer be applied. To get to the Internet
Properties, open Internet Explorer and select “Internet Options” from the “Tools” menu. The following show
settings in IE 6.0 on a machine running Windows XP Service Pack 2, but most settings should be similar in
other versions of Internet Explorer. Settings specific to Windows XP SP2 or IE 7.0 are marked. Required

settings are indicated with the following icon 5.

Enable automatic prompting for file downloads.

Internet Options El E|

General | Security | Privacy || Content || Connections || Programs || Advanced

Select a zone to view or change security settings.

@ © / ©

Localintranet Trusted sites Restricted sites

Internet

@ Thiz zone iz for Internet websites,
except those listed in frusted and
restricted zones,

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

l Custom level,.. ” Default level ]

[ Reset all zones to default level ]

[ oK H Cancel ]

Internet Options - Security Tab - Internet Zone
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Security Settings

Setkings:

@ Downloads
@ Automatic prompting For file downloads

Disable
Enable
@ File download
Disable B
Enable
@ Font download
Disable
Enable
Prompk

@ Jawa WM

@ Java permissions
fﬁ\ EarEr i S

[

[ £

4

|

Reset custom settings

Reset ko | Medium VH Reset ]

[ Ok ][ Cancel ]

Security Tab - Internet Zone - Custom Level: “File download” — Enable (Automatic prompting
option shown in SP2 and IE7 only)
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Enable active scripting.

Internet Options

| General | Security |Privacy | content | Connections || Programs || Advanced |

Select a zone to view or change security settings.

e €« v 0

Local intranet Trusted sites  Restricted sites

Internet

“ This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zane

Custom
Custom settings.

-To change the settings, click Custom level,
- To use the recommended settings, dick Default level.

[ Custom level...

H Default level ]

[ Reset all zones to default level ]

[ OK ][ Cancel ] App

Internet Options - Security Tab - Internet Zone

Security Settings

Settings:

SErlptlng
.ﬁ.ctwe scripking

Disable
Enable
Prompt

8] Allow paste operations via script

Disable
Enable
Prompt

2] scripting of Java applets

Disable
Enable
Prompt

[T PSP W' I JUp i g

|

[

| £

Reset cuskom sekbings

Reset to: | Medium

~ | [ Reset

[ (o] ] [ Cancel

]

Security Tab - Internet Zone - Custom Level: “Active scripting” —
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_!'JsAIIow cookies for websites.

Internet Options

General Securityl Privacy |Eontent Connections | Programs | Advanced

Settings

e towe the slider to select a privacy setting for the Intermet
=8 zone

- Blocks third-party cookies that do not have a compact
privacy policy

Medium
L‘J - Blocks third-party cookies that uze perzonally identifiable

information without wour implicit consent

- Restricts first-party cookies that uge perzonally identifiable
information without implicit congent

[ Sites... ][ Impoit... ][Adﬁanced...

Pop-up Blocker
@ Presvent most pop-up windows from appearing.

Block pop-ups

| Celtings... |

[ 0K ][ Cancel ]

Internet Options - Privacy Tab (Pop-up Blocker shown in SP2 and IE7 only)

Per Site Privacy Actions §|

Manage Sites

g_ You can specify which websites are always or never allowed to use
37& cookies, regardless of their pivacy policy.

Type the exact address of the website you want to manage, and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website:

[ Bock ]

Allow

Managed websites:

Domain Setting
arandviewbusinesssolutions.com Alwarys Allow

rovisys.com Always Allow Remave all

Privacy Tab — Sites: Allow rovisys.com and grandviewbusinesssolutions.com to always be able to
store cookies.

Note: Cookies are used to make the application function -- we never use them for any type of
marketing or user tracking.
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" Add websites to popup blocker exceptions.

Internet Options

General Securit_l,J| Privacy |Content Connections | Programs | Advanced

Settings

€ Move the shider to select a privacy setting for the Internet
=8 zone.

- Blocks third-party cookies that do not have a compact
privacy policy

Medium
‘ - Blocks third-party cookies that uze personally identifiable

information without your implicit consent

- Restricts first-party cookies that uze personally identifiable
information withaut implicit consent

[ Sites... ][ [mport.... ][.t’-‘«dgan-:ed...

FPop-up Elocker
@ Prevent most pop-up windows from appearing.

Block pop-ups

’ Ok ]l Cancel ]

Internet Options - Privacy Tab (Pop-up Blocker shown in SP2 and IE7 only)

Pop-up Blocker Settings El

Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
E 2 !| websites by adding the site to the list below.

Address of website to allow:

Alowed sites:
* grandviewbusinesssolutions.com
 rovisys.com
Notffications and filter level
Play a sound when a pop-up is blocked.
Show Information Bar when a pop-up is blocked.
Fitter level:
Medium: Block most automatic pop-ups v |
Pop-up Blocker FAQ

Privacy Tab — Pop-up Blocker Settings: Add *.rovisys.com and *.grandviewbusinesssolutions.com
(SP2 only)

Note: Pop-up windows are used to make the application function — some components may not
operate correctly if a pop-up blocker is running.
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_T'JsEnabIe use of SSL 3.0

Internet Options

Settings:

[f[I<IKISIST T 1]

<]

|

Alloww active content ta run in files on My Computer
Allow zoftware o run ar install even i the signature iz irvalid

F Check for publisher's certificate revocation

Check for server certificate revocation [requires restart]
Check for signatures on downloaded programs

Do not zave encrypted pages to disk

Empty Temporary Internet Files folder when browser iz clozed
Enable |ntegrated “Windows Authentication [requires restart)
Enable Profile &ssistant

J=e 55L 2.0

Jze 55L 3.0

Hze TLS 1.0

Warn about irvalid site certificates

Warh if changing between secure and not secure mode
Whark if forms submittal iz being redirected

| >

[

|

[ Bestore Defaulks ]

?X

Gereral | Security | Privacy | Contert | Connections F'ru:ugrams| Advanced

[ k. H Cancel ][ Apply

]

Internet Options — Advanced Tab: “Use SSL 3.0” — Checked
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NEnable saving encrypted pages to disk.

Internet Options

Gereral | Security | Privacy | Contert | Connections F'ru:ugrams| Advanced

Settings:

é Security
[ Allow active content fram CD's ta run on ty Computer
Alloww active content ta run in files on My Computer
Ll Allow zoftware o run ar install even i the signature iz irvalid
w*| Check, for publisher's certificate revocation
Check for server certificate revocation [requires restart]
Check for signatures on downloaded programs
Do not zave encrypted pages to disk
Empty Temporary Internet Files folder when browser iz clozed
Enable |ntegrated “Windows Authentication [requires restart)
Enable Profile &ssistant
J=e 55L 2.0
Jze 55L 3.0
Hze TLS 1.0
Warn about irvalid site certificates =
Warh if changing between secure and not secure mode

[ >

[

[f[I<IKISIST T 1]

|
54

[ Bestore Defaulks ]

[ k. H Cancel ][ Apply ]

Internet Options - Advanced Tab: “Do not save encrypted pages to disk” — Unchecked
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Check for newer version of pages.

Internet Options

General |Securit_l,l Privacy | Content | Conmections | Programs | Advanced

Home page
% “'ou can change which page bo use for your home page.

Address: | http: i fvwans, google, com/! |

’ Use Current ] [ Use Default ] [ se Blank ]

Tempoarary lnternet filas

< Pages pou view on the Internet are stored in a special folder
@& Y for quick viewing later.

’Delete Eookies...] [ Delete Files... ] [ Settings...

Histary

The Histary falder containz links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in histony: Clear History

[ Colors... ] [ Fonts... ] [ Languages... ] [.&ccessibilit_l,l...]

’ ok ][ Cancel ]

Internet Options — General Tab

General |Securit_l,.l Privacy | Contert | Connections | Programs | Advanced

Settings

Check for newer versions of stored pages:
&y (%) Every visit ko the page
O Every time vou start Internet Explorer
() Automatically

O Mewver

Temporary Internek files Folder

Current location:  C:iDocuments and
SettingsiwaltersiLocal
Settings\ Temporary Internet Files,
Amount of disk space to use:

J s1z 2| mB

’ Mowe Folder. ., ” View Files, ., ][ Wiews Objects, ., ]

[ [ OF, H Cancel ]

[ K H Cahcel ] Apply

General Tab - Settings: “Check for newer versions of stored pages” — Every visit to the page

Note: By having Internet Explorer check for newer versions of web pages on every visit, it will not
keep local cached copies on your system. This guarantees that web pages are properly refreshed
after user actions, such as creating status logs, but may also increase page load time.
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Enable reuse of windows for launching shortcuts.

Internet Options

Gereral | Security | Privacy | Contert | Connections F'ru:ugrams| Advanced

Settings:

Dizable Script Debuaging [Internet Explarer] S
Dizable Script Debugging [Other]

Dizplay a notification abouk every script ermor

Enable folder view for FTP sites

Enable [nstall On Demand [Intermet Esplarer]

Enable [nstall On Demand [Other)

Enable affling items to be synchronized on a schedule

Enable page tranzitions

Enable Personalized Favarites Menu

E nable third-party browser extensions [requires restart]

Enable vizual styles on buttons and controls in web pages

Force offscreen composzsiting even under Terminal Server [req
Matify when downloads complete

Reuse windows for launching shortouts

Show friendlp HT TP emror meszages

Show frigndly LRLs b
< >

[<] I<I<]

[T T I<IS] I<I<IK]

[ Bestore Defaulks

[ Q. H Cancel ]

Internet Options — Advanced Tab: “Reuse windows for launching shortcuts” — Unchecked

Note: This will make it so you don’t accidentally navigate away from GrandView.
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Allow websites to open windows without address or status bar (IE7).

Internet Options

| General | Security |Privacy [ Content || Connections || Programs || Advanced |

Select a zone to view or change security settings.

@ |« v 0

Internet Local intranet Trusted sites ~ Restricted sites

Internet

9 This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone

Custom
Custom settings.
-To change the settings, dlick Custom level,
-To use the recommended settings, dick Default level.

[ Custom level... H Default level ]

[ Reset all 2ones to default level ]

[ OK ][ Cancel ] App

Internet Options - Security Tab - Internet Zone

Security Settings - Internet fone

Settings

gl Allow script-nitiated windows without size or position constraints |»
(%) Disable W
() Enable

gl Allow webpages to use restricted protocols for active content
(") Disable
() Enable
(%) Prompt

@& Allow websites to open windows without address or status bars
() Disable

© = 1

& Display mixed content

() Disable
() Enable
@ Prompt
gl Don't prompt for dient certificate selection when no certificates ¢
(@Y Piczhla b
£ | 4

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto:  [medium-high (default) v [ Reset. |

[ K. l ’ Cancel ]

Security Tab - Internet Zone - Custom Level: “Allow websites to open windows without address or
status bar” — Enable
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